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¥ Advanced techniques and templates for preparing and conducting BCP tests/ exercises

¥ BCP compliance requirements in relation to BS25999, 15022399, DRI I, BCI, NFPA1600,
Bank Negara, ITIL, COBIT, AS HB221, SS540 and/ or Sarbanes-Oxley.

¥ Pandemic/ swine/ HLNL1 flu planning best-practice

Cour se Facilitator:

Ms Rinske Geerlings

s Managing Director, Business As Usual (Australia)

Front page highlights:

Gan insights from the facilitator and other delegates into pandemic/swine/HIN1
flu preparedness ©@est practicesO

Perform practical @ap analysisCon your own organisation® BCP process
during the workshop

Receive FREE advanced BCP Testing templates

Topics:
1) Advanced BCP Testing methodologies - Practical exercise and use of best-practice templates to
manage a large scale DR/BCP test with advanced 'challenges' for various teams in your organisation

2) BCP Compliance aspects - Learn how to ensure your BCP is in line with global DR/BCP standards
and/or Financial/Government guidelines... perform 'gap analyis' on your own BCP process using industry
guidelines relevant to your organisation.

3) Pandemic/ swine/ HIN1 flu and related BCP strategies - Learn about preventative controls and
continuity provisions/procedures to manage risks related to a large-scale flu outbreak
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About your workshop facilitator

Ms Rinske Geerlings - Managing Director, Business AsUsud (Atstraia)

Rinske has been specialising in business continuity planning, disaster recovery and business process
implementations for more than 15 years. She built extensive hands-on experience during permanent roles in
banking, consulting and training roles.

Rinske gained practical skills during engagements in Europe and Australasia. During her time as BC Manager
in finance, she was an active contributor to the Australian Prudential Regulatory Authority (APRA) standard
for BCP Bthe equivalent of the Bank Negara guideline for Business Continuity.

She has extensive experience in facilitating BCM courses, having trained over 300 individuals across
Australasia as part of managing her own company @usiness As UsualOIn the same period, she regularly
spoke at events globally with in total over 1,500 delegates attending her interactive speeches.

Rinske is Certified CBCP by the Disaster Recovery Institute International (DRI1), MBCI by the Business
Continuity Institute (BCl), a Master of Engineering (honours - Delft University, Netherlands) and she holds
the ITIL Master Certificate and COBIT certifiaction. She applies her practical knowledge during consulting
engagements with clients from SMEs to large corporates across industries.

Recent achievements include:

¥ Preparing and facilitating a large scale BCP exercise including all business units for one of the top-4
Australian banks, including senior leadership teams and a complex scenario (detailed I T challenges,
Public Relations aspects, Legal issues, logistical problems and involving the Emergency Services)

¥ Performing a complete review of BCP and DR processes at the major Government | T provider, based on
COBIT and HB221 standards.

Testimonials:

@Best training course | have attended. Rinske was knowledgeable, patient, and provided thought-provoking
exercises and examples. Many Thanks.O0 Manager, Corporate Governance & Legal Services -
Australian Research Institute

Q thoroughly enjoyed the course and am looking forward to applying the framework and methodology. My
expectations were met 100%O N. Niemand, Business Manager B Datacom Conne ct

"I thoroughly enjoyed the course and gained a lot of useful information, which | have been able to put to
good use. | would recommend the course to other colleagues who need to have a good understanding on
Business Continuity Management.” P. Scholefield, Senior I nformation Systems Auditor - Bendigo &
Adelaide Bank

(rhanks for the great course. Your format, delivery and content are excellent. You have obviously invested
many hours into development, and your real world examples from your extensive experience add heaps. |
learnt a lot. Some of which 1®e already utilised. Thanks again!O P. Howley, Security Officer - World
Vision

QA range of useful topics were covered, including how to use tools to better identify the Business Continuity
process objectives and how to utilise the many templates at different stages to easily collect and present
information.® BCM course participant, Singapore

(Rinske successfully delivered the contents to suit every member from different environments of workO
DR/BCP Workshop participant, Brune i Darussalam

(Rinske is very enthusiastic about the topic and this made a potentially dry subject matter enjoyableO P.
New, Head of Credit Card Operations B Royal Bank of Scotland

@) + 603-21697790 &+ 603-21696168 [ reg@insignia-i.com www.insignia-i.com



mailto:glendon@kavaq.com
mailto:inhouse@kavaq.com
http://www.kavaq.com/training/

Learn the best practice techniques for BC/DR Testing and meeting Compliance requirements
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Practical exercises and use of best-practice templates to manage a large scale DR/BCP test with

advanced 'challenges' for various teams in your organisation

Developing realistic, risk-focused test scenarios, participate in practical exercises and interactive sessions
to provide instant solutions to the issues relevant to your organisation

Gain the latest information and best practice options to mitigate pandemic/swine/H1N1 flu related risks

Learn how to ensure your BCP is in line with global DR/BCP standards and/or Government guidelines...
perform 'gap analysis' on your own BCP process using industry guidelines relevant to your organisation

Achieve benefits from having a compliant BCP process in place - examples:

. Meeting regulatory requirements

= Achieving insurance premium discounts

= Allowing for competitive advantage when responding to Requests for Tender

= Reducing risks, and improving the capability of your organisation to continue critical activities ‘'no matter what’

= Providing shareholders, customers, employees, 3rd parties and general public with confidence in your business

= Ensuring common terminology/language about BCM/DR across your organisation

= Enhancing motivation of your teams to perform well in regards to BG/DR testing and documentation

= Increase control over BC/DR processes and improve ability to measure progress.

Gain valuable insights on current best-practices and get up-to-date on the current market situation

Learning the structure of the ®@est-practice wheel of BCMCand walking through the 8 BCP steps

Partial list of consultancy and / of training clients:

Affin Investment Bank Bhd
American Express

A-Star Singapore

Bank Negara Malaysia

Bendigo & Adelaide Bank

BNP Paribas Bank

Boeing (aircraft manufacturer)
Central Provident Fund Board Singapore
CorpTech (Government IT services)
Datacom (I T/telecomms)

Energex

Federal Group (hospitality/resorts)
Fexirent (finance)

Fu itsu
(4S Security

Kaz Group (I T/telecomms)
Knorr-Bremse (manufacturing)

Leighton Contractors (construction)
Malaysian Meteorological Department

PacificMas Bhd

Port Waratah Coal Services
State Street (finance)

St George Bank

Toll Group (transport)
Tourism Australia

Salmat Businessforce

Shell Petroleum

Victoria Teachers Credit Union
Wellington Free Ambulance
Wentworth Council (local government)
Woolworths (retail)
WorldVision

XStrat Copper (mining)

www.insignia-i.com
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Learning Outcomes:

* Be presented with success stories and practical case studies on real-life BCP/DRP test
conducte d by leading institutions and multinationals

* Learn advanced technigques to select an appropriate scenario and scope for your BCP tests
¢ Improve your skills in achieving buy-in and support for your BCP tests

e Play the interactive BCP planning boardgame

* Receive the latest information on pandemic risks and pitfalls

e Learn how pandemic/swine/H1NL1 flu could affect your organisation

* Receive information on the pandemic/swine/H1NL1 flu planning techniques available
» Assess your organisation® BCP maturity level and perform gap analysis

* Learn the relevant standards and guidelines relevant to achieving BCP compliance
* Understand how to review your organisation® BC/DR processes

* Improve your preparedness for BC/DR audits and assurance initiatives

* Be better equipped for any Business Continuity audit consulting work

* Understand in what ways BC/DR audits can be challenging

* Know how to avoid common mistakes and pitfalls in relation to BC compliance

* Learn how to present audit findings and recommendations to senior management

» Master the 8-steps of the BCM ®est practiceQvheel

e Get updated on current best practices

Who Should Attend?
Business Continuity
Disaster Recovery
Compliance

IT Security

DR Testing
Auditing/assurance

Risk management, ERP
Information Technology
Service Continuity

Business management
Operations

Crisis preparedness
Emergency response planning
Security

Pandemic Planning

OH&S

Property/facilities/ premises management
Financial audit
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WORKSHOP DAY 1

A) Introduction
 Trainer® background
e General introduction on BCM/DRP

B) Business Continuity @est practiceCB-step process overview

The best-practice Business As Usual model was developed in accordance with international guidelines and
standards, including 15022399, British Standard BS25999, Disaster Recovery Institute International (DRII),
Singapore Standard SS540 and Malaysia Bank Negara standard for the finance industry.

Walk-through of the 8 steps of the ®est practiceQvheel of BCM B concentrating on Testing aspects:

1. Business Continuity process objectives:
* Main drivers for BCM and DRP (e.g. compliance with Government guidelines, standards)
* Determining required BCM/DRP Testing scope and frequency to meet compliance
* Milestones for BCM process including Testing deadlines/frequency
e Cost planning for BCM, including BCM/DRP Testing budgets

2. Risk management:
» Identifying, analysing and addressing risks (including investment in controls)
Examples of case studies covered in this session:

"How severe weather can impact organisations in various ways, and what are the
controls you need to implement and test” — Australia / Indonesia / NZ case studies

* Using identified risks to develop scenarios for BCM/DRP tests and exercises

* How pandemic/swine/H1N1 flu fits in the overall BCP and risk frameworks

3. Business Continuity teams and buy-in:
* Best-practice structure of 9 teams for managing the process, and for BCM/DRP Testing
e Creating buy-in and awareness to ensure participation in the process, and in tests/exercises:
o buy-in from senior management
o buy-in from middle management
o buy-in from general staff

e The Business As Usual interactive Board Game will be played by participants to understand
the ins and outs of forming BCP teams, roles and responsibilities for planning and testing.

4. Key business process identification:

e (Critical business processes and their rating in terms of time-criticality
¥ Determining the scope of BOM/DRP Testing according to time-criticality of business processes

¥ Qitical activities and resources required for key business processes

¥ How to incorporate the dependencies between key processes in BCM/DRP Testing

5. Operational and financial Business Impact Analysis (BIA):
e Maximum acceptable outage times (MTOT) based on disruption scenarios
* Providing MTOT-based input into test cases for BCM/DRP Testing purposes
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6. Implementing continuity provisions and performing initial tests:
¥ Available continuity strategies and work-around procedures
Example of a case studies covered in this session:

@How a major international bank prepared itself for an outbreak of pandemic fluO

¥ Providing input into the BCM/DRP Testing process for various scenarios, using continuity
provisions in place

‘ PRACTI CAL EXERCI SE: planning for a major flu outbreak (pandemic/swine/H1N1)

WORKSHOP DAY 2

7. Documenting the BCP:

¥ A structure to phase your disaster scenario, to be used for BOM/DRP Testing and in real-life

disasters

Procedures for Qrisis Management, emergency response and damage assessment
Team recovery procedures and technical (system) recovery procedures
Disruption notification/communication plans (informing internal/external parties

Example of a case study covered in this session:

GHow to manage corporate reputation and customer confidence in the event of a
product re-call?OP Pet Food Recall © USA 2007

¥ Incorporating all BC planning aspects into your BCV/DRP tests

PRACTI CAL WALK-THROUGH EXERCI SE: 10 best-practice ideas for smaller-sized organisations
(SMEs) to prepare for pandemic/swine/H1N1 flu outbreak and other disaster scenarios

8. BCM/DRP Testing and training/awareness programs:

¥ Planning BCM/DRP test and exercises, using test templates as appropriate, creating post-
exercise reports and tracking resolution of issues that arise during tests and exercises

Case study: Exercise Cyberstorm Il B lessons learned from this global @yber attackO
war-game

Case study: Government-run pandemic/swine/H1N1 preparedness exercise

Case study: Financial industry players work together to rehearse for a major
pandemic/swine/HINI flu outbreak

¥ Conducting pre/post exercise training for general staff, recovery team members and senior
managers

¥ @est practiceGest scenarios
Example of a case study covered in this session:

QWhich surprise factor a certain company chose to make its fire evacuation
exercises more realistic.O
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PRACTI CAL EXERCI SE: Using a BOM/DRP test GcenarioQdevelopment template in practice
based on Finance Industry case study

NOTE: Atemplate for building BCP/ DRP test scenarios will be provided to all
participants for free

¥ Best techniques to develop ideal test plan procedures

¥ The importance of realistic test scenarios

¥ Insights into the ways of testing BCM/DRP appropriately
¥

Leveraging the components and areas essential for an ideal test plan

PRACTI CAL EXERCI SE: Using a BCM/DRP Testing GeriptGtemplate in practice

NOTE: Atemplate for building and documenting BCP/ DRP Testing scripts will be
provided to all participants for free

C) Reporting on BCM/ DRP tests:
¥ The best way to determine whether your test was effective/successful

¥ Reporting guidelines and templates

D) Discussion: Current BCP industry/ market situation and ®@ot topicsO
¥ Pandemic threat and related impacts on BCV/DRP Testing
¥ Terror threat and related scenarios for BCM/DRP tests and exercises

¥ Other topics relevant in your industry/markets

E) @onvincing management to buy into your test®

PRACTI CAL EXERCI SE: Group discussion and/or Role Plays on how to propose a BCM/DRP test
to management and staff and achieve their buy-in

Case study: Financial industry players work together to rehearse for a major
pandemic/swine/HIN1 flu outbreak

¥ Conducting pre/post exercise training for general staff, recovery team members and senior
managers

¥ @est practiceQest scenarios
Example of a case study covered in this session:

Which surprise factor a certain company chose to make its fire evacuation
exercises more realistic.O
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PRACTICAL EXERCISE: Using a BCM/DRP test GcenarioQdevelopment template in practice
based on Finance Industry case study

NOTE: A template for building BCP/DRP test scenarios will be provided to all
participants for free

Best techniques to develop ideal test plan procedures
The importance of realistic test scenarios

Insights into the ways of testing BCM/DRP appropriately

K K K K

Leveraging the components and areas essential for an ideal test plan

WORKSHOP DAY 3

F) BCP Compliance - Walk-through all standards and guidelines relevant to your organisation

For example:

Bank Negara BCM guidelines COBIT

BS25999 ASHB221
1S022399 SS540

DRII/BCI Sarbanes-Oxley
NFPA1600 Basel Il guidelines
ITIL

Aspects that will be covered for the relevant standards/guidelines:

¥ Who were involved in developing the standards/guidelines

¥ What are the key contents and differentiators of the standards/guidelines
¥ Other models/frameworks that the standards/guidelines are aligned with

¥ How to obtain documentation

NOTE:

A pre-workshop questionnaire will be sent to you, in order for the course facilitator to be able to
customise the above selection to your requirements.

PRACTICAL EXERCISES — VARIOUS ASSESSMENTS: For each relevant standard/guideline,
you will be assisted in performing an assessment of your own organisation® BCP process to
determine any obvious gaps, and set an action plan for improvement

For example: Assess your plan against Bank Negara, British or US standards for BCM
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PRACTI CAL EXERCI SES B VARI OUS ASSESSMENTS: For each relevant standard/guideline,
you will be assisted in performing an assessment of your own organisation® BCP process to
determine any obvious gaps, and set an action plan for improvement

For example: Assess your plan against Bank Negara, British or US standards for BCM

G) AuditorsCtricks!
*  Assessment methods commonly used by internal/external auditors
s @lot topicsCauditorsQpriority lists
Case Study: IT provider® internal BCM audit

»  Steps towards your organisation® compliance/certification

PRACTI CAL EXERCI SE: Practice for auditorsCisiting you! ‘

HAND-OUT: You will receive a generic model that can be used for internal review (pre-
audit self-assessment) of your organisation

H) Final tips for BCP managers and consultants:
e Your role as an implementer/facilitator of BCM/DRP
* Likely internal 'political’ challenges and how to overcome them

e Group discussion and Q & A session as relevant

PRE-COURSE QUESTIONNAIRE

To ensure that you gain maximum value from this course, 08:30 Registration

a detailed questionnaire will be forwarded to you upon 09:00 Morning Session Begins
registration to establish your exact training needs and 10:40 - 11:00 Refreshments & Networking Break
issues of concern. Your completed questionnaire will 12:45 Luncheon

be analysed by the course trainer prior to the event : ) )

and addressed during the event. You will receive a 14:00 Afternoon Session begins
comprehensive set of course documentation to enable 15:30 - 15:50 Refreshments & Networking Break
you to digest the subject matter in your own time. 17:00 Course Ends

TAILCRED IN-HOUSE SOLUTIONS FCR YOUR
CRGANISATION PROVIDED BY INSIGNIA-I

Hexible:: Design courses around your needs;
ranging from a single module for a specialist team,
a multi-team multi-site roll-out, or an integrated
program covering a range of developmental areas.
Gonvenient: Choose the location that suits you,
eliminate accommodation & travel expenses, plus
save your staff time.

Need : Bene! t from in-depth needs analysis,
ensuring the course is designed around your
speci! c goals.

For further ! nformat! on contact us at : In House Dept
+603-21697040
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Please write in BLOCK LETTERS

REGISTRATION EORM Please complete this form immediately and fax back to:
Fax: + 603-21696168

SEA-MLY003 Or scan and email to : reg@insignia-i.com
® Delegate Details ® Fees
() % G- GO [0 Early Bird Offer : Register and pay before 31st January

and save RM 500, paying only RM 4,500

T
O# "0 &p' '

[0 Register after 31st January & pay full price RM 5,000

LI A 1

() ¥ - Go@p Team Offer : Register and pay for 3 or more delegates by the deadl ne
[)* SUp@G to enjoy a 10% d scount

Oft ", 00 o' ' e

I A 1

()% Gy GO ® Payment Method

T
O#",00 &p' i

Payment is required within 5 working days on receipt of invoice

O By Cheque/Bank Draft

. . Credit Card:
® Organization e —

Please debit my ! visa| |

I"#%% %#611111111111111111111111111111" Card Holder®Name:
+$.$23)4$%®p11111111211212121212111111111111111" cord Number:
5'6 %®b11111111111111111111111111111" 11 10 H

788%::9948611111111111111111111111122121211" s
Security Code:

e
e
e
e
o=
e
o=
e
o=
e
o=
e

Company Size: [ 1-9 J10-24 12549 [J 50-99
[1100-249  []250-499 []500-999 [ 1000+ 1071
Signature: Expiry Date: /
® Authorization Thisbooking isinvalid without a signature. 1 i
"# %0 &11111111111111111111111121112111"
0*%-$o&111111111111111111111111111111" ® Venue
I"# $%8)$ 8 I"HS &) SS(+,-& A+H)HEH 0+
"#$ % -$.. * it Bi i
A =@ 111111111111" $ %&+,,-$ *cgz 160, Jalan Bukit Bintang,55100,Kuala Lumpur, Malaysia
" LU 0L S. 2 & IHIA" (%)
>- $% 0&.1111171112.1.111 - o !"ﬁ%(g $ o HSR (8T
Signatory must be authorised to sign on behalf of contracting organisation. |50 (B *&!"#$!%&'"O*+##$((+,*.#./0*
-8 8"H5%%. $-5(46"0.87 %SG OH SHRUARA" #IY68- $BHUQYeS( S #5444
. " 0" "' - L _ °
® Attention To 4R ") &-$&5( B<%BE 04 EH. HB') $&6.H$-55&(.6:
Name S eurecreensertectnensensaosuernaernoraarnaernasnsenaerananserseranennernnennd
Department ;...
TelepPhone e
Fax E P PUOU TP RPPRIORTTPIY.
Email

Confirmation Detail
Aftereceivingaymera receiptvillbeissuedlf youdonotreceive

a letteroutliningoiningdetailswoweekspriorto the event pleasecontacthetraining
coodinatoatinsignidraining

CancellationSubstitutions
|Ff> Iyou unable attend, a substitute delegate is always welcome at no additional charge.

ease notify us at least two working days prior to the events. All the cancellation must be in writting by fax or email at least three weeks before the event date.
Cancellations with less than 3 weeks working days prior to the event date carry a 100% liability. However, course materials will stii be couriered to you
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